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Why do people forwerd e-mail chain letters mindlessiy? By investigating the
Roclo-psychological underpinnings of the bohewos, this paper elucidates the
oy of thase who yeam (o manipulate peopie’s minds, The human braln can
sore unlimited amount of information but such capacity for production and
acgumulation ¢o net necessanly entad the conscious processing of messagns it
rmiwa. This characienste of thip human mind senes as the gatewsy for tho
]‘m‘tnﬁlala-' af shaina-mails. Chain e-mails coma in vaious designs hut axhibit similar
faem, Thay usually contain the Tellovang elements: ‘copy quatd’ ar the deadling
fortha task of raplication; lestimonials’ iegarding success and unfartunate stones;
walting tma' for the promised berelits and threats: and the clreumnavigation
hlilt_ﬂ' or the lengh of letters’ circulabon, The phenomeanon can ba understaod
Hraugh the pringlples of systematic and heurists modesof processing infarmation,
Paople may heed information either o7 & superfical lessl (heunstict or at a move
‘tagnitive, anatle manner {sysiematic). Recipients often react to chaln e-malls
‘haurlmlnr Authors of chain letters and mobie teas induce spacific emotions
iﬂm&utear angerand disgust 1o compel their targets 1o tag along with the “lerward
* bandwagon. This reinforces the “you've got nothing 1o lose anywey”
Fititude among e-mail readers which can wieak sefious havoe on persons and
properties. Ultimately, preserving a state of mindfulness is sull the best defense
gainsl these scheming Web messages.

Thelatter part of the twentieth century has seen great advances inthe
mation is accumulated and dispensed. An average person Is
1o a tremendous amount of infarmation, so much that the

_fci_r work to the time we g0 home and take a rest, we are
ded with tons of information; only 2 small propertion of which we
rocess.

There Is no doubt that advances in information technology have
nbuted much to the social development of many countries. Amaong
things, they have revolutionized the way we work, communicate with
peaple, establish and maintain relationships and even construe
ves. However, such capacity for production and accumulation of
nation has not been associated with any qualitative enhancementin
ay we take In and process information, We have been dealing with
ation the way we are accustomed o for hundreds of years.! Take,
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for exampie, our capacity for attention. We can only pay altention toa
limited amount of information in our environment, Attention can be thought
of as a flashlight in a dark room; only those area struck by the light will be
seen. Analogousty, we can only be cognizant of information thatwe focus
our attention on.* Another example is our capacity to retain information for
a short period of time, also known as short-term memory or working
memaory. It has been demaonstrated that we can only retain five tonineunits
of information in our working memary for about twelve secaonds, We have
difficulty thinking about information that contains more than nine units.?
We also have the tendency to forget them after about twelve seconds.!
Anyone who has tried locating a phone number in a telephone directory and
holding the information in hisfher mind for a few seconds knows the
importance of jotting it down because any distraction will result in the loss
of information. The same thing can be said about long-term memarny.
Although we can store an unlimited amount of information in our memary,
the truthis only a limited amount may be effectively recalled and the recall
is often reconstructive.® Mareover, we prefer to remember meaningsand
not the actual visual configuration.® When reading a text, most of us can
recall the meaning of the text and not the actual wordings or ever the
characteristics of the fonts and paper used to corvey meaning.

A more recent discovery about the way we process information isthe
distinction between two types or modes of information processing andthe
various social, motivational and cognitive factors that determine which
made will be triggered in a given situation. These modes have been given
different names by various psychologists: mindiul versus mindless
processing,’ systematic versus heuristic processing,® central YErSUS
peripheral routes,” and in-depth versus superficial processing,*® Common
tothese information processing models is the assumption that most of the
time we process information superficially or mindlessly; only when the
information is important to us and we have the relevant knowledge to
examine it that we bother and engage in-depth or systematic PIrocessing,

Adaptiveness is commonly attributed to esxpliain these important
characteristics of the human mind. We attend to a limited amount of
infarmaltion, remember a handful of it, and usually process infarmation
superficially because there are other things that we want to accomplish
that are essential to our sunival, wellness and happiness. We can
accomplish other things if we operate mast of the time in autematic maode,
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Likewise, in time of emergencies, a spur of the moment decision with
minimal thought can spell the difference between life and death.™

These impartant principles about human cognition will be the bases of
thefollowing social psychological discussion of a specific type of information
that are propagated electronically, either by e-mail or through short
messages sent and received via mobile phones, This paper explains why
most people are predisposed to quickly forward hoax electronic messages.
It presents cases in which the mindless distribution of these hoaxes results
In narm to others,

Access to Online Computers and Mobile Phones

Originally intended for use in the military, the Internet is now used in
business and home settings. ILis hard to estimate how many people inthe
world have access to on-line computers. One estimate caloulates that
around 605.6 million were on-line in September 2002.% A significant
number of these pecple use their on-line time to send and receive
messages electronically. For various reasons, people prefer to send
messages through e-mails rather than through conventional means of
sending letters or snail mail. One factor is the speed of sending and
receiving messages, If the network traffic is normal, most messages can
be transmitted almost instantaneously. Another reason is the ease by
which one can send messages. Since computers have considerable facility
like the keyboard, writing down and sending them are almest effortless.
E-mails can also be relatively inexpensive since they can be Transmitted in
large volumas anywhere in the world al very little costs,

There is an estimated 4.5 million or about 7.77 percent of the
gountny's population have access 1o on-line computers.= A survey found
out that most of the Filiping Internet users are women, between the ages
020 and 34, financially well-off and utilize the e-rmail more than any other
application avallable on the Internel.’ These numbers may not b
significant yet but there is a strang reason to believe that the figure will
increase exponentially, Computing technology is advancing quickly that
almost every week a better processar, motherboard and computer
peripherals are being turned out at increasingly lower costs. For example;
the much-coveted processor in 1985, Pentium I-100Mhz, has less than
five percent of the computing power than the reasonably priced processar
Bantium 4-2GHz available in the market today. Hardware cosls also drop
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drarmatically, Memory chips today cost one percent of its costsin 1995 per
megabyte. Coupled with a much improved networking technology that
allows for the use of greater bandwidth at a cheaper cost, there is evey
reason to believe that more people in the Philippines will consider on-line
computers as an ordinary home appliance.

The case for the access to mobile phones is different. A new way of
exchanging information emerged since the short message system (SMS)
was popularized in 1294 and made relatively inexpensive in 19985
According to a study commissicned by Siemens, 1® an estimated 10 to 14
million Filipinos own and use cellular phanes, majority of them are youths
who Lse their units for sending and receiving test messages. Beligved to
be the texting capital of the world, around 100 to 200 million text
messages are sent and received in the country everyday.

The use of the Internet and mobile phones is more popular amongthe
younger generation. In a study conducted on four high schoals in Metro
Manila and Angeles City, about 77 percent of the students from these
schools have used the Internet at least once for research, chatting and
sending emails.*® Most of them reported that they first went online at the
age of 13 to 14, Similarly, 56 percent of these students own cellular
phones. Fermales and students from private high schools slightly outnumbared
mafes and public high school students with regards to the ownership of
mobile phone units. ™

The impact of text messaging can be witnessed notonly inthetelecom
industry (e.g. itkilled offthe paging industry and establishaed the lead inthe
early years of one telecom company) but also in the way we relate to each
other through the use of language. Itis notunusual nowadays to see a silent
groupof friends sitting together tinkering with their mobile phone comversing
notwith their friends around them but with distant people. There havealso
been interesting stories about text messaging playing important roleinthe
formation and maintenance of social relationship, in the organization of
one's daily work activities, in the maobilization of people with similar
attitudes and beliefs in political exercises {e.g, mass organizing in Edsa 2
and Edsa 3} and accomplishing illicit activities such as bank heists and
kidnapping.® Likewise, since mast cellphone units have a 164-character
texting limit, users have devised ingenious ways of combining letters,
number and punctuation marks to convey their message, Including the
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emation that goes with it {e.g sending “c u la8r ;3" 1o say see yau later with
a smilel,

Whether by email ar SMS, peaple are becoming more predisposed to
utlize electronic messages ta keepin touch, inform, persuade and perhaps
grtertain other people. What makes the use of electronic messages
interesting isthat messages are generally sentand received in the absence
of other related information that facilitate their interpretation. Moresa,
when the purpose of the electronic message is 1o persuade the reader to
think, act and feal in a particular way, Conventionally, when someone tries
o persuacte us, we da not only pay attention 1owhat is being said but also
foowhat is not verbally expressed. In a society like ours, ambiguity is an
esgential feature of everyday communication, Hence, facial exprassions,
-gestures and the overall social context are important cues 1o asceriainwhal
is being communicatad.® Electronic messages provide a imiled contesl,
leaving the recipients of the messages to base their decisions salely fram
theinformation the sender sent. As will be shown in the following sections,
this impoverished context 1s the main reason most people mundlessly
forward electranic chain e-mails,

Choin letiers, their History ond their Electronic Propaogofion

Chainletters are good materials for studying persuasive communication.
They are carefully erafted to elicit the specific cognitive, affective and
behavioral responses from their recipients. Generally, the end goal is to
have the message replicated and sent to a number of recipients.

The free online encyciapedia, Wikipedia, defines a chain letter as “a
e of meme, a seif-replicating piece of information that uses a human
hostto distribute copies of itself."#2 The word meme was coined by Richard
Dawkins in 1976 in a best-selling book, The Selfish Gene ® The use of the
term is accurate since most chain letters attermpt to induce the recipient
tomake a number of copies and pass them Lo two or more new recipients,
Chainietters often include emotionally manipulative stories, gat-nch-guick
ideas (pyramid schemes?) and exploitative superstitions to threaten the
recipient with bad luckif he or she "hreaks the chain.® Like memes, they
sunive in the same way hiclogical genes do; they have internal structures
that ensure their successful propagation.® They survive not because of the
benefits that the readers obtain from reading ar sending them bul because



194 JOSEPH H. FUYAT

of the threats or promises that trigger specific emotional and behavioral
reactions on the recipients.

Chain letters became notorious in the United States whean they wee
used by unscrupulous individuals 1o make money. Most money chain
letters, as they circulate in the United States, have the form of a pyramid
scheme wherein individuals are instructed 1o send money to the person &t
the top of the list and then delete that person's name and include the
individual's name atthe bottom. The individua! is then told to mail the chain
letterto a specified number of people who are expected to repeat the entire
process, resultingin the individual maving on to the top position, therefore
receiving lots of money.**

The origin of chain letters can ba lraced W ancienl Egypt's period.
VanArsdale quoles a passage frorman ancient Egyptian “Book of that which
is in the Underworld” that comes very close to what is now consicerad to
be a chain letter:

The man who shall make a picture of the things which are (o the !t
narth of the hidden house of the Tuat shall find it of greal benefil to him
both in heaven and on earth; and he who knows it shall be among the
spirits nizar Ra, and he who recites the words of Isis and Sershall repulse |
Apep in Amentet, and he shall have a place on the boat of Ra haoth in
heaven and upon earth, The man whao knows not this picture shall never
be able to repulse the sempent Neha-hra.=®

The chain letters that are well-known today may have descended from
the “Letters of Heaven" that were widely circulated during the eary
Christian era. The letters are considered to have been written by God o
Jesus Christ, They are helieved to provide protection toits possessor, bring
fortune to those who will help replicate and spread them and deliver diving
punishment or bad |uck to those who will disregard or express disheliefin
therm.*" Comtemporary chain letters are more or less similar in form to the.
Letters of Heaven except for the following features which appear fo be g
contribution of chain letterwritersin the 20" century: “copyquaota” - refers
to the minimum number of copies that the recipient is encouraged @
distribute; “deadling” for the task: “waiting period” or number of davs’
hours that must pass before something good or bad will happen
“tastimonials” = accounts of fortune or misfortune apparently experencead
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by some named and sometimes known individuals; and "circumnavigation”
~tlaims that the chain letler have traveled around the world,

VanArsdale also notes that towards the latter part of the 20" century,
chain letters became rmore varied as their conlents became maore
secular,® Chain letters were formed according the their  underlying
motives,  Other than luck chain letters, some of the categories that
Vandrsdale used to organize his collection were: charity chain letier {a letter
requesling money of some item to be sent 1o & fixed address for charitable
reasons), chain petitions, money chain |etters, exchange chain letters,
parodies and chain emails,

When propagated electronically, especially through e-mail, chain
letters' persuasive appeal is usually enhanced because the informalion
ahout the number of people-that forwarded the message is often included
in the communication process. The list functions as a heuristic cue that
connotes something like this: "If all these people represenied by these
email addresses thought the message was worlh sending, it i1s indeed
worth sending . The x number of people could not be wrang.” What most
pecple often fail to understand is that the persen who sent that message
was thinking along the same line as the person that sent the message to
the person that sent the message to the person that sent the message, and
s on did. Moreover, electronic chain mails are net met with the usual
suspicion that an ordinary ancnymous paper-based chain letter receive. This
is because people usually get them fromsomeone they know and trust (i.e.
friends, relatives, ministers and college instructors) which makes the
glaims of the letter appear cradible.

Likewise, electronic chain mails tend to spread like wild fires because
they are extremely easy and seemingly inexpensive to send. Unlike in the
old days where a recipient must copy by hand or reproduce with a typewriter
the original message, the distribution of electronic chain mails are
accomplished with just a faw keystrokes,

The Structure of Choin E-mails

Aswas abserved, most chair mails have a similar form.# Usually, the
first section contains references to an authority or a credible source. In the
ald days, when chain mails are relatively harmless and commonly used 1o
spread religious messages, chain letter writers used God, Jesus or His
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mother as authority figures. Advancement in science and technology
expanded the list of the credible figures. They use extremely powerful
people like Bill Gates, corporations such as Globe or Nokia, MEWS ARErS
and celebrities as references. The inclusion of an authority or celebrity's
name in the letter gives a sense of authenticity to the message. People
react differently when they received a passage from the Bibie or an
announcement from a giant software company.

The second section is where the writer tries to induce a particular
emoticn. Traditional chain mails usually play on people’s fear of desth.
Modern-day ones focus on current altitudes and values such as racism,
saxism and material gains.

Instructions an how Lo avoid death or punishment or Howto obtainthe
promised material gains normally comprise the third section. This is where
thewritertells a person to distribute the same message to 10 peaple withia .
24 hours lest he suffers the punishrment of death. Forinstance, one e-mall
has this message, “email this message to as many friends as you can and _
for each email address that you sent this to you will receive $250."

The fourth and final section of the chain mail contains the estimonials ]
which further strengthen the appeal of the message. Here is where you can .
read that a person died because hefshe ignored the message. For
instance, il was claimed that a certain lavwyer received a check of
$115,000 after participating in Microsoft's e-mail testing.

Short chain letters propagated through mobile phones contain as
many important information as those sent through emails. The authorty
figure, promised reward, instructions for obtaining the reward and
lestimonials are rolled into one statement consisting of 164 characters.

“A season greeting from GLOBE! Send this to 10 of ur globe-
subscriber fiends & u'll receive free P300 on ur acont. TOTOO 11O,
nagawa ko na ito! SENDER: 211"

“Auoid lolvbesburgers &steak, 1exec v lalyB resigned &confirmed
dey r using contaminated meat fr. Europel!l Pis pass 2 ur luv ones.”
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Sotinl Psychological Reoctions to Electronic Chain Massoges

Tounderstand why people willingly and voluntarily propagate electranic
thain messages, one must consider how an individual reacts to such
stimuli, Individuals whe immediately forward them are probably convinced
by what they have read, Some, although guite suspicious, exhibit the
“ou've got nothing to lose anyway™ attitude. Others may have grown tired
oftherm and would just ignore and delete them the moment they reached
the person's e-mail inbox.

From the number of electronic chain messages and urban legend
sioriesreceived and catalogued by the author, it appearsthat aconsiderable
number of people either believe in these messages or at least Teel that
they have nothing to lose by propagating these messages. A number of
websites such as www. breakthechain.org, www. truthorfiction.org,
Wiwwsnopes.com, and www vmyths. com devote substantial resourcesin
analyzing and indexing electronic memes, with a hape that by providing
information critical to these stories people will be better informed, more
discerning and more cautious befare hitting the farward button.

The ease and willingness to distribute eléctronic messages may have
something to do with the way the human mind atlends 1o incoming pieces
of information. A recent soctal psychological analysis of the phenomenon
called persuasion reveals an interesting fact, which at hindsight may
appear obvious, aboul human information processing. The findings of
these studies strangly suggest that people may attend to information either
it & superficial level, focusing on mental shortcuts that allow for guick
judgments, or ata more in-depth level, with same sort of an algorithm that
takes maore effort and time. While there may still be disagreements as to
whether these modes are activated excluswvely or simultaneously®, it
seems that there is already a consensus that majority of people process
information superficially. They only engage In effortiul and systematic
pracessing under specificl circumstances and with g limited set of stimuli,

Some people may nol accept the notion of people as "cognitive
becauseit goes against our belief about human rationality. We put so much
value on being rational that we find it difficult to realize that we function
on automatic modse most of the time, rarely giving conscious thought 1o
many things that we do. Robert Ornstein supports this view of human
consciousness, saying that "we don’t search out all alternatives in an



209 1OSEPH H. PUYAT

attempt to gain knowledge; instead we use a few simple strategies and
analyze everythingthisway. ™ [fwe always stop and consider the basesfor
our actions we do each day {such as which pair of shoes to wear, route tn
take to reach the office or school and whether to make a right or left tum
while walking or driving and what to eat}, we could conclude that indeed,
there has never been, nor will there ever be enough time to be rational,
This is true when we make decisions an matters that are highly relevantta
us; we do not have the trme and the energy to exhauost all the alternaties,
that is, to weigh the pros and cons of each option, before we make our
decision,

Although we can never be completely “rational” about evenything el the
time, we can focus our attention on a very limited set of stimuli and give
them in-depth or mare effortful thought. With regards to electronic chain
mails, the author contends that the chain would have been broken earlyon
had the recipients of these messages engaged in in-depth processing of
information. Most of the infermation they need in confirming the veracity.
ofthe information are embedded in the message itself. They can be easily
and guickly determined given the current level of technology, Inthe lightgf
existing research on persuasion, this paper will present in the following
sections the probable reasons for attending and the consequences of not
atlending Lo these messages “rationally”.

A Model of Persuasion for Electronic Messages

Accordingtothe persuasion modet developed by Petly and Cacioppo,®
and Chaiken,® we are capable of processing information using twe
modes: the systematic and the hauristic, Forinstance, when we atlentively
listen to speakers and logically evaluate their arguments such that the
opinions we form afterwards are based on these, we are probably
processing the message systematically or analytically. In this mode, we
consciously and carefully look for inconsistencies in the speaker's messages,
We evaluate their claims based on their arguments embedded in the
speech, Onthe other hand, when we progess the information heuristically,
we focus only on the characteristics of the speakers such as their
appearance, manner of speaking, apparent credibility or background, use
of lengthy and obscure technical information such that the opinions we
form are based primarily on these superficial Impressions. In this mode,
the concern is less about the soundness of the arguments but more on the
ability ta form snap judgments about the message. One good example is
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the bases for people's voling behavior, Some people vote for a candidale
because they have understood and evaluated what a candidate is saying
or have said in the past, Other people, on the other hand, vole for
candidates who are physically attractive or those who delivered the mast
flawless speech.

We appear to engage in these two modes of processing information
depanding on our level of motivalion. In maost cases, our motivation 10
process systamatically is influenced by the relevance of the message to us.
We have the tendency not to give it much thought and use various mental
shorteuts when forming a decision if the issue at hand is perceived to be
trivial. ™ There are also individual differences with regards to our propensity
to engage in systemalic processing. Some people enjoy deep thinking
while some only do it when extremely necessary.™ Similarly, It appears
that the kind of mental processes required for deep, systemalic thinking
can be voluntarily controfied and developed as a habit.®

However, even if our desire to engage in gystematic processing is
particularly high, other factors such as ability, possession of relevant
kriowiedge and the opportunily to concentrate, severely conslrain us®
When there are too many information to atlend 1o, systematic processing
suffers and inhibited because the mind's desire to engage is high. Thiscan
beexacerbated by the presence of complexor technical infarmation which
the recipients are not familiar with and may Tail to properly evaluate.
Recipients who have the intellectual ability as well as the relevant
knowledge to evaluate systematically may also be hindered by external
situations (e.g. loud noise} or internal factors (e.g. strong favorable or
unfavorable emotions).

This mode! of persuasion can  explain the case and apparent
witingness of people Lo forward eleclronic MEessages. Wost of these
messages are carefully crafted Lo activate heuristic processing, the mode
of thinking that will increase the prabability of the reproduction of the
messages. It explains very well the "wou've gol nothing 1o lose anyway”
attituce. For example, the text messages which proliferated In 2001
claimed that two giant miohile companies in Lhe country are Eiving anway
P50 ar PSO0 worth of airime credit, In one variant of Lhe text message,
it claimed that,
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"Smart 20™ anniversary offer: Send this to 10 smart users and gat
free PEO0 load. Check balance inguiry tomarrow ac 1515, 48

Had the mobile phone users, who sent these messages to ten other
people analyzed the message carefully | they would have saved themselves
a lot of trouble, not to mention the airtime credits they have wasted for
distributing the message. Had they thought more carefully, theywould have
discerned that the claim was doubtiul since the company is a NEWComer
in the country and could not have celebrated jte 200 anniversary.® The
same is true for e-mail messages claiming that a giant software company
is testing its email services and that anybody who will forward the miessags
W as many paople as they can will be rewarded with maney. The
information recipients neaded 1o evaluate the accuracy of the claimisin
the message itsell. They acted as if there was ho strong reason forengaging
In deep and careful processing because there was nothing much to lose,
This explains why, at limes, people of high credibility and intelligence, thase
whom others think would not easily fall for these dubious claims, also
willingly send out bogus e-mail messages.

Evenwhen recipients of the electronic message are strongly motivated
Lo process systermatically, capacity factors hinder them. The messaga may
contain referencestotechnical details that are beyond their cormprehension,
This usually happens computervirus hoaxes, They spread more quickly than
computerviruses hecause they feed primarily on people’s fear and relative
lack of knowledge on how to deal with them.The messages may also
contain depiction of situations that elicit strong negative emotions which
could short-circuit deliberation. Strong emations, such as fear, generally
compel us to act and not to think, As Omstein said, emotions bypass
conscious controls for good reasans: "we don’t have to think before we
r-un"l-"nil

Persuasion Heuristics in Elecironic Messoges

Many of the chain e-mails’ strategies for inhibiting rindful processing
folicw a particular pattern. They can be related to the persuasion heuristics
already identified above. Of the many persuasion heuristics that irfluence
uswhen weare not processing systematically, none has been more potent
than the "source” heuristics. The "source” heuristic is generally a useful
plece of information. Since we cannot be experts in all fields, we often
depend on other credible sources for reliable knowledge. Students, for
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instance, depend on their professors while professors consult ather
experts and relevant scholarly texts for reliable information. Includedin the
cues that inform us of the trustworthiness of the source are infarmation
ghout the source’s designation and background. Mere mention of a
persan's position increases the apparent trustworthiness of messages.
Chain letter writers know very well that we react differently when we are
told, for example in an e-mail’s intreduction, that the writer is an attorney
whio knows the law, or thal the message is from a high ranking officer of
abig company ar a country who can very well deliver what was promised,
For example,

I'm an attarney, and | know the law, This thing is for real. Rest
assured ADL and Intel will follow through with their promises for fear of
facing a multimillion dollar class action suit similar to the one filed by
PepsiCo against General Electric not too long ago.” (The Fabled AOLY
Intel Merger” from e breakibechain,org

lam Oliver Kabila from the Democratic Republic of Congo Zire, son
of late Laurent M., Kabila, the former President and Commanderin Chiet
ofthe Arrmed Forees Republic of Comgo Zire, Presently taking refuge here
in Accra Ghana (Weast Africa) after the sudden demise of my father,
fallowing his assassination by his personal body guard onthe 160 January
2001, | refer you to the TIME magazine cover slary of the 12 of
Febriany. ("An Offar you can't refuse” froe wwew. breakthechain.org)

Dear Friends, Please do not take this fora junk letter, Bill Gates is
sharing nis fortune. Iyou ignare this you will repent later. Microsoft and
AOLare now the largest Internel companies and in an effort to make sure
that Intermel Explorer ramains the most widely used program, Microsof
and ADLY are running an e-mail beta test. When vou forward this e-mail
to friends, Microsoll can and will track it {f vou are a Microsoft Windows
psert for & two week time period. “Share Microsoft's Millions?" from
wiw breakthechain. orgh

Often, for chain e-mails 1o be credible, they need to come from
somecne we know and trust such as our friends. The prevailing line of
thinking can follow like this: "The message came from a persan | knowvery
well. | trust this person and | know him/her to be a reliable in the past,
therefore the message must be reliable.” The problem is that the sender
was also thinking of the same thing when hedfshe first received the
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message. With forwarded e-mail messages, the previous list of recipie
is preserved in the body of the message, thus providing more Source.
reliability “cues” for future recipients. Making the matters worse ai'h
instances when well-meaning and highly credible, but nmrertheteug
superficial processors, affix their name, title, and institutional affikationts
electronic chain messages they receive before forwarding them to their:
colleagues who may also not have the time or adequate knowledge fu
systematically process the message.

Another cue that a superficial processor of communication may atiend
toarethe heunstics orcharactenstics of the message beingcommunicated,
Included in this set of cues are the length and language of the message.
Generally, the length of the message has a direct relationship to the
perception thal is valid and credible.** Likewise, the rnore technical ot
sclentific the presentation appears, the more It will be tonsidered
reliable.** Virus hoaxes are generally of this kind, like this one:

Subject: RE: WORST EVER VIRUS as announced by CNN

A-new virus has just been discoveraed that has been craséiﬂeﬂ.ﬁy
Microsoft as the rmost destructive ever. This virus was discovered
yvesterday afternoon by McAfee and no vaccine has yet been developed,
This virus simply destroys Sector Zero from the hard disk, where vital

Infermation for its functioning are stored, This virus acts in the fallowing
manner:

It sends itself automatically 1o all contacts on your fist with the title
“AVirtual Card for You." As soon as the supposed virtual gard s opened,
the computer freszes so that the user has to reboot. When The
cirl+ait+del keys or the reset button are prassed, the wirug
ctri+alt+destroys Sector Zero, thus permanently destroying the hard
disk. Yesterday in just a few Hours this virus causad panic in New Yark,
according 1o news broadcast by CNN. This alert was recelved by an
employee of Microsoft itseif. So don't open any mail with subject; *A
Virtual Card for You.” As soon as you get the mail, delete it, (from
www breakthechain, org,

One e-mall message with the words, “TOXIC CHEMICAL ALERT!I" in the
subject heading demonstrates how giving an air of sclentific abjectivityto
a message enhances its persuasibility. In this e-mail message tha writer
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expounds on the dangers of a colorless, odoriess and tasteless compound
that has caused among other things, excessive sweating and urinaticn,
bloated feeling, nausea, vomiting and body electrolyte imbalance, None of
the claims made are really inaccurate, it is just that the chemical
compound being referred to is dihydrogen monoxide, or what is more
popularly known as H,O or water, The e-mail appears Lo be written as a
|ake but sorme recipieht& probably took it for real and spread the word. We
now know how comvincing this message is because a student, named
Mathan Zohner, won first prize at the Great Idaho Falls Science Fair on 26
fpril 1997 for doing a survey regarding the ban on the use of diydrogen
manoxide, When Zohner asked 50 students from his school whether they
wauld agree to a ban an this chemical compaound which presumably causes
a number possible harmful effects both on people and the environment,
43 said yes, six were undecided and only ane correctly identified the
compound 1o be water.® In another confirmation of the use of jargon’s
effectivenass in persuasion, ane busingss lobbylst in the LS sent a letier
twa group of people with the foliowing message:"

"Dear Mr, Smith:

You have been identified as a persen who cares deaply about he
future of cur fragite planet, the health of our children and the quality of
pur nation's leadership, If we are right, we need your help, and we need
it immediately. Asyou have undoubtedly read, dibvdrogen oxide has been
found to be a major threat to the envirgnment and to human and anirral
health, Here are the facts:

In 1991, the most recent year for which statistics are available,
4,100 Americans— many of them under the age of 10— died from
exzessive dosages of diydrogen oxide commonly found in many homes
and recreation sites. Our palluted lakes, rivers and coeans ang known to
contain vast quantities of dihydrogen oxde. On this, thera is no
controversy! Contaminated ground water? Same tragic situation. In
California, Missouri and Georgia families have lost their homes to
dibydrogen oxide contamination. In some applications, dihydrogen oxide
is @ major contributor to injunes from falls. In other apolications
ditwdropen oxide is a major cause of bums,

Why does America endure this wasteful destruction of our planet,
aurchildren and ourselves? Gread, Simple greed and stupidity. We need
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your help now. |0 the next 24 hours, we need ¥Ou to demand an end 1o
the production and use of dilydrogen oxide. Pleases write: The Dihvdrogen
Oxide Institute, P.O. Box TL7E, Washington, D.C. 20044-T178. On
bBehall of our future generations. | thank you.

Sincerely,
John Alan Waterman (Stop the Silent Killer Foundalion)

some of the responses that Lhe lobbyist received through the rented
mail box indicated in the mail are:

"What is going on here? You people must really believe the world
will come to anend in the vear 2,000, Why else would you be poisaning
the planet and its inhabitants with dihydrogen oxide? J

"Slop the production of dihyvdrogen oxida! Dihydrogen oxide has
bean found (o be a major threat 1o the emironment and to bumanand
animal health, and yel you continue 1o procuce it?! |

Inducing specific emotions, either positive or negative, is also effective
in influencing people’s decision to distribute electronic chain mails. The
effects of positive emotions are usually explained through classigal
conditioning. Il a person feels good about the message, he is more likiezly
Lo make maore positive assuciations with ts content and will find the
messages agreeable. In addition to this, it was discovered that when
people are experiencing positive emotions, they are less likely toengage
inin-depth or systematic thinking® and are consequently more susceptibla
to making snap judgments based on persuasion heuristios.

MNegalive emotions such as fear, anger and disgusts, are powerful
since they usually prompt people Lo do something immediately, When a
person is angry or scared hisfher first iendency is not think but to ag,
Omslein contends that "negative emotions have a different information
value because the number of threats is mueh greaterthan the pleasures,™
He emphasized the adaptive role of emations, particulariy negative ones,
In guiding the mind through non-rational means toward specific directions
that are usually adaptive.
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Whenever you buy & can of coke or whatever pleass make sure that
you wash the top with running water and soap or if not available drink
with a straw.

Afamily friend’s friend died after drinking a can of sodal Apparently,
she didn't clean the top before drinking from the can. The top was
encrusted with dried rat's urine which 1s towic and obviously lethal!ll||
Canned drinks and other food stuff are stored in warehouses and
contalners thal are usually infested with rodents and then get trandported
to 1he retal outlets without being properdy cleaned.

S0 you know what to do from now on folks, Please forward this
message to the people you care about... (from waw, snopes.com)

Maore recent experimental studies involving the actual use of chaln
letters from several web sites indicate that negative emotions exert
powerful influences. In a senes of experiments, Heath, Bell & Sternberg*®
show that stories that elicit disgusts (e.g. contact with bodily substances
ﬁllich as feces, urine or ejaculate; cutling or piercing of the skin; ingestion
ofinappropriate substances such as rat uring in soft drinks) are the ones
that are more likely 1o be selected for distribution. Furthermore, these
[fesearchers were able to demonstrate that the more Intense feelings of
disgust evoked, the greater the possibility that the message will be
distributed. In the top ten web sies they examined, the greater the stary
‘contains the disgust motifs they identified, the higher the probability that
it will be included in these web sites. Nevertheless, while the recipients
a]'& not.in actual and Immediate danger of experiencing what they are
reading about, they vicariously Teel the status of the victims depicted in
the stories. They feel the compulsion to act and help other peaple avoid
the disgusting situation. This act may appear as a form of indirect escape
Jof avoidance for the self,

Aside from disgusl, fear is also a common element in circulating
“lectronic chain letters, It is the main component of hoax virus warnings
Jhat caution users about the irreparable damage to their computer
hardware once the virus is activated. In many cases, the informatian
necessary to discern whether the waming is a hoax is included in the
message ilsell. They can be easily recognized through the claims, which
[y ar may not be appreciated by the reader. Nevertheless, in light of the
‘ease nowadays of verifying through Internet sites, whethar acomputer virus
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is real or not, it is interesting to see people who are willing to risk
embarrassment just to protect their computer systems.

Fearhas proven most effectiva in persuasion when explicilinstructions
regarding specific behaviors that must be carriad out are included in the
message." Fear, al cerfain levels, raises people's motivation to pay
attention tothe message and follow its recommendations. Electronic cham
mails that capitalize on fear are usually followed by instructions on what
Lo do as well as requests for sending the message to as many people as
possible.

Whot Hove We Got to Lose?

Having discussed the possible reasonswhy many people are predisposad
1o mindiessly forward messages, animportant guestion needs to'be asked;
Do these mindless forwarding of text and email messages pose any real
danger at all?

In 2001 July 1, a writer from the largest circulation newspaper in the
country published an article entitted, "L, 5. Talk Radio Host Insults Filipings
on Internet,” in the entertainment page of its Sunday edition |ssue. The
article talks about a hale e-mail supposedly written by a radio talk show
hostin the US. The authar mentioned that the e-mall came from another
news writer who forwarded it with the subject, "Please pass this on to every
Filiping you know." Inthe news article, the author reproduced verbatim the.
supposedly racist remarks in the e-mail that would certainly elicit anger
among Filipino readers, Al the end of the article the suthor included the:
LIS radio talk show host's email address, senving as an indirect invitation
to the readers to retaliale.™ However, the major problemn with this article
was that the hate e-mail was not written by the radio talk show host named
inthe news story. This resulted to the newspaper's settlement of the case
with the lawyers of the radio host, After three days, the newspaper
published an apology stating that it regrets failing to investigate the source
of the e-mail carefully. ™ However, the damage has already been done. The
radio host claimed that because of the publication of his e-mail address
in the newspaper, he has received numearous e-mails and death threats
forcing him 1o be off the air for a week, =2

It may seem difficult to understand why an experienced news writer
from a highly reputable newspaper fail to exercise critical appraisal of
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infermation and made such an embarrassing and irresponsible mistake, If
the journalist had access to the Intemet, she could have checked, inanick
of time, if the email were fraudulent or not. She was willing to print the
hiost’s email address; she could have at least contacted him to check. In
the conlext of the persuasion model described above, it appears that the
hate e-mail infuriated the news wriler who felt ohligated to pass it on.ln
all ikelihood, the e-mail message is still making rounds in different parts
of the world in some of the e-rmall inboxes of those who ¢hoose to react
first before thinking.

This is one example of how electronic chain mails may be propagated
10 cause harm on an intended target. Many of the fraudulent stories
ereulating inthe Met as urban legends appear harmless, buta numbercan
cause hamm to certain individuals or entities, When superficial processors
forward these malicious messages to other people whom they trust and
wno trust them, they unwittingly become accomplices in an ingenious
atternpt to harm another person. |t is scary 1o think how fast and easy a
good reputation can be destroyed by a few lines of carefully crafted texts
released in the Information Superhighway.,

The other party put at a disadvantaged position in this mindless
forwarding of ¢hain e-rnails is the end-users themselves. Whenever the
messages immediately make us Teel good, had or disgusted, they could
meke us susceptible to manipulative messages. They numb our
discernment. Conversely, cultivating a state of mindfulness through
constant preaccupation with change and of concern with alternative
explanations, and multiple contexts™ may provide some measures of
protection from becoming prey to others” malicious influence tactics. ™

Lastly, chain e-mails translate to actual financial losses in terms of
handwidth and network resourcas. Similarto spam, electranic chain letters
are messages we will not probably read had they not been sent to us by
peaple we know and trust, The most irksome thing is that the recipients of
these electronic chain letters are the ones shouldering the costs, They shell
out money to pay for connection charges. Intermel service providers
Increase costs from time to time as users request for bigger storage space
and faster network equipment to cope with the ever increasing network
traffic caused by spam and chain e-mails. No current estimates exist for
costs brought about by chain e-mails, Nonetheless, we can daduce from
the cost estimates made on spam mailing as a whele. One study puts the
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cost of sparm mailing to about 12 billion dollars; large portion of it went (o
lost productivity, purchasing of more powerful servers and requests for
higher bandwidth_ =

Even more irritating is the fact thal message recipients are helpless
when it comes to e-mail spamming . Current pieces of legislation are only
enforced when the chain e-mail promotes criminal activities {e.g. pyramid
schemes or selling illegal merchandises). Interestingly, it is unlawful in
Botswana to send or forward chain e-mails even if ne meney is involved,
Anybody caught sending a document "addressed by one person to another
person suggesting to the person to whem it is addressed that he should
send letters having the same purpart to a number of other parsons, " will
be liable to a fine of $30 or six manths in jail or both.® In the Philippines,
RABTOZ orthePhilippine Electranic Commerce Act of 2000, which seeks
to establish the legal validity of electronic documents and the aggressive
promation of infermation technology in the country, does not contain any |
provisions against spam in general ar on chaine-mails in particular,

Summary and Conclusion

Chain letters have come a long way frorm the religious text messages
written in scrolls to the contemporary e-mail messages and the 160-
character SMS sent through mobile phones. The theme of these messages
may have undergone changes as secular concerns were incarporated in
theirmeaanings. Their underlying structure, nevertheless, remained virtually
uncharged. True to their form as self-replicating pieces of information,
these electronic chain letters prey primarily on people's emotions, negative
and othenwise, motivating them to act immediately on the messages'
bidding without in-depth processing. While some messages appear
harmiess, even inspirational at tmes, there are some that are mallgious
and fraudulent,*” Even those that are skillfully crafted as jokes can have
serious consequences when their recipients fail to grasp their rea meaning,
In addition, the mindless forwarding of chain e-mails clogs up the Internet
causing huge losses in productivity and actual cash expenditures. Inthe
ultimate analysis, many do nal realize that all thesa costs have to be baime
by the users themselves,

Far the most part, e-mail and text messaging are efficient and reliable:
ways of sending and receiving information. There is no doubt that they have
been a boon for many societies such as the Philippines. They hav
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Influenced various aspects of our modern social life from the way we create
and maintain social relationships to the way we conduct business and carry
aut political activities. The facititative role they play in our social functions
accounts for theirimmense impact on our lives™ . Making new friends and
maintaining contact with old ones, keeping in touch with relalives from
distant places, organizing business meetings and mabilizing like-minded
individuals for a political rally are all accomplished easier and faster with
e-mail and texl messaging. Even kidnapping, bank heists and various
scams are facilitated by these technologies. Aside from instituting national
legislation aimed to penalize the forwarding of electronic chain mails,
diligent policing by system administrators of their electronic distribution
systems and setting-up better filters in our mail servers, minafulness
remains our best protection against unscrupulous entilies which use the
Internet 1o marnipulate people's minds. &
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