Privacy and Human Rights 2002:
An Extract of the International Survey of
Privacy Lows and Developments

ELECTRONIC PRIVACY INFORMATION CENTER
AND PRIVACY INTERNATIOMAL=

Giokal pelitical conjunctures exhitlt now Washinglon's war aEanst termarsm
post 911 can essily ransiate into & war agsing: frecdom and privecy.. The
Inarnat, @5 a mediur of political and private communisation, i baing suecied
to stale controls which imoirge on the ol likerties of Metizens, It gracually
hecarmes ar nstrement of oppression rather an of Meedom ant apennass, The
211 event has compelled nation-states 1o e-examing their secunty mechamsms,
Countrics like New Zealand, Auslraiia, Francs, Ganmary, South Afnca, Canad,
Iz, United Hirpgdorn, Zimbpabes, USA and the Philippines nave instituted l2gzl
and sooial strictures as prowection to forcign sgdression, These allors are
supportive of the Bush movemments ciusade: to inorease communication
cureilance of ransactional-local data and communication lechnolegies, westen
daty protection sunlutes, increase dala sharing ano prafile dentificatien and
contral data taffic in lhe Web, Conoomitartly, supranationsl codies ke the
Councilaf Furaoe, G-8and the European Lnian have vaniured on the farmulation
af Ieealand ecenomic framawasks inavering Lo inqr'eaa' mi nermben of cyiercrmes.

Threats to Privacy

Fven with the adoption of legal and other protections, violations of
privacy remain a concem, [N many countries, laws hiave not kepl up with
the technology, leaving significant gapsin protections. 10 other countries,
law entorcement and intelligence agencies have been given significant
exemptions. Without adequate oversight and enforcement, the meare
presance of a law may not provide adeguate protection. Finally, withrecent
transformations to data protection regimes, further gaps, exemplions, and
inadequacies are arsing.

The Response te September 11, 2001
it may take some years Lo fully evaluate the effects of the 11
Sentember 2001 World Trade Center bombingon privacy and civi! libertes.

MTha Elactronic Privacy Infzrmation Center (EPIC) 15 @ pubbe interest research certar in
Washington, 0LE, [t was established in 184 to fopos public aliertion on emeargng el
inerties issues and 1o protect privacy, tha Firsl Amendment, and constitutional values,
Privacy Intermaticnal (PLos a toman rights group formed In 1990 &5 a watchdog on
survillance by povernments and corperations, Pl s hasad in London, England, and has
an office in Washington, 0LE, Ar electronic version of ths report and updates = avalakle
frorm the Privacy Internsbonal wen page al itk eew, privacyl nternational angd.
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Shartly after the events of that day, previous proposals were re-intrody ced,
and new policies with similar objectives were drafted to extend police
surveillance authority,

The policy changes were not limited to the United States, as a large
number of countries responded to the threat of terrorism. The country
reports inthis survey outline, in more detail, the many legislative shifts that
look place around the warld.

It was a time of fear, flux and uncerainty. The United Nations
respanded with Resolution 1368 calling on increased cooperation between
counfries 1o prevent and suppress terrorism,®  North Atlantic Trealy
Organization (NATO) invoked Article 5, claiming an attack on any NATO
member country is an attack on all of NATO; legislatures responded
accardingly. The Council of Europe condemned the attacks, dalled Tor
solidarity, and also called for ingreased cooperation in criminal mattars,”
Later the Council of Europe Parliamentary Assembly called on countries to
ratify corventions combating terronism, |ift any reservations in these
agreements, extend the mandate of police working groups to include
"terrorisl messages and the decoding thereof.”®  The Europaan Union
responded similarly, oushing for a European arrest warrant, comrmon
legislative frameworks for terrorism, increasing intelligence and police
cooperation, freezing assets and ensuring passage of the Money Laundering
Directive.® The OECD furthered its support for the Financial Action Task
Force on Money Laundering and, along with the G-72 and the Evropean
Commission, called for the extension of its mandate to combat terrorist
finanging® These calls for international cooperation were perceived oy
many as impelus 1o create new laws,

The Eurapean Commission cansidered reguiring every member state
of the European Union to make gyber-attacks punishable as a terorist
offence. Mew Zealand minimized public consultation on a proposed law to
freeze the financial assets of suspected terronsts because the government
fell it was bound by United Mations Security Council resolutions. France
expanded police powers o search private properly without warrants.
Germany reduced authorization restraints an interception of
cemmunications, and increased data sharing between law enforcemeant
and national security agencies.
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Australia and Canada both introduced laws to redefine terrarist activily
and to grant powers of surveillance o national security agencies ASIO and
0515 respectively) for domestic purposes If tarrorist activity or a terrorist
affiliation is suspected. India passed a law to allow autherilies (o detain
suspects without trial, conduct increased wiretapping, and seize funds and
property. The United Kingdom passed a law permilting the retention of
data for law enforcement purposes in contravention to exsung data
protection rules. The United States passed a number of laws, includingthe
USA-PATRIOT Act, which increases surveillance powers and minimizes
oversight and due process reguirarments,

The above list of intemational and national initiatives is not exnaustive.
New policies are being proposed every week with Lhe goal of investigating,
preventing, and suppressing terrorist activity. However, within this deluge
of new policy proposals, a number of trends may be identified,

Increased Communications Surveillance ond Search and Seizure
Powars

Almost every country that changed its laws to reflect the environment
following September 2001 Increased the ability of law enfercement and
national security agencies to perform interception of communications, and
transformed the powers of search and seizure, and an increase in the type
of data that can be accessed.

The navelty in these initiatives tends to arise in the reduced authorization
requiterments and ovarsight.  This Includes initiatives 1o wizaken due
process requirements; as occurred in Canada where the firstanti-terrorism
bill proposed that law enforcement agencies will no longer be recguired to
justify the need for the wiretap, Thatis, in existinglaw, the judge authorizing
the interception would nead lo be satisfied that “ather invesligative
procedures have been tied and have failed, other investigative proceduras
are unilikely to succeed or the urgency of the matter is such that it would
be impractical to carry out the investigation of the offence Lsing only other
investigative procedures.”’ In the law, an exception is established for all
offences that fall under the broad category of "terronst activity.” Other parts
of the law allow Tor interception authorization by the Minister of Defence
instead of requiring judicial authorization,

There is alsn a general ingrease in the breadth of application of these
powears, by incorporating and including new technologies and
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comrunicationsinlrastructures, pemmitting additonal government agencies
to use these powers, and farmalize roving powers. The USA-PATRIOT Act
codified the use of Camivore-style Intemet surveillance technology,
granting accessto sensitive traffic datawith only & court order rather than
a judicial warrant.,  Maoreover, Lhe reporting regime in the United States
was weakened with amendments to the Foreign Intelligence Surveillance
Act so that fewer warrants would have to be requested and reported
because the expiration time period was increased, and ‘Eeneric’ orders
could be requestad allowing one warrant to be served on multiple service
nroviclers,

Attempts to differentiate the authanzation and oversight requirements
based on the communications-technology also nccurred. The Australian
government proposed in its Telecommunications Interception Legislation
Armendment Bill 2002 to grant powers to intercent and read e-rmal, short
messaging system (SMS) and voice mail messages wilhoul & warrant
because these communications were cansidered access to “stored’ data
rather than ‘intercepted’ in real-tme. This proposed act was rejected in
the Senate in June 2002;% however, the Government claims that it
“remains of the view that the approach adopted in the hill with respect to
stored information is appropriate. However, to avoid holding up this
important package of legislation, the government has agreed [0 remove
these provisions from the bill and Lo deal with the issue at 8 laler date,™

Weakening of Data Protection Regimes

In 2000, the United Kingdom proposed @ policy to require the
retention of cammunications traffic data forup to 7 vears by a central
government authorily,™ While the proposal faced significant resistance
Irithe public discourse atthattime, in December 20041 asimilar policy was
introduced and passed under tha United Kingdom's anti-terrorism law in
response Lo the events of September 2001, The new Eurapean Union
directive on data protection in electronic services alse supports the
crealion of such data retention laws within the European community and
is consistent with international pressure to weaken dala protection. |
October 2001, Presidenl Bush sent a letter to the President of the
European Commission requesting that the European Union “[clonsider
data protection jssues in the context of law enforcement and
counterterrorism Imperatives,” and as a result to “[rlevise draft privacy
direclives that call for mandatory destruction to permit the retention of
critical data fora reasonable period.™ Building from previously articulated
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concems that “[d]ata protection proceduresin the sharng of law enfarcement
infarmation must be formulated in ways that do not undercutinternational
cooperation, ™ the United Slates Department of Justice submitted a
numbar of recomrenendations to the European Commission working group
on cybercrime, including the recommendation that,

Any data protection regime should strike an appropriale balance
betwenn the protection of personal privacy, the legitimale needs of
serice providers Lo secure their networks and prevent fraud, and the
prometion of public safety,'?

This perspective was reiterated in May 2002, this time by the Grodp
af & lustice and Interiar Ministers, requesting that countries,

Ensure dala protecton legislation, as implementsd, Lakes into
account pubtic safety and other social values, in particular by allowing
relention and preservation of data important for network security
requirements o law enforcement investigations of prosecutions, and
particularlywith respect tothe internet and other emergingtechrcloges,™

Further discussion regarding the reduction of the protections ol privacy
affordad by data protection law will likely arise I Sepltembear when Lhe
European Comrmission continues discussion of the implementation of the
19495 directive (95/46/EC).

Individuals ard citizens are al the same time losing subject access
tights under data protection and freedom of information regimes, Inthe
irterests of oritical infrastructure protection, access o Information is being
reduced, limiting government accountability. Meanwhile, in order o
pratect sensitive investigative and intelligence cata, subject access reguests
are restricted as some data banks are being exempted from both data
pratection and freedom of information laws.

Increosed Doito Shoring

Anumber of policies were introduced to enalile and promotea increased
data sharing, bath within and across government agencias, and with the
private sector. The sharingof data between agencies introduces purpose-
creep where data collected for one purpose is used for another, but also
introduces highly sensitive data 1o anms of government that can nat be
expected to protect the data adequately.
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There are significant shifts in the policies and practices in the United
States with changes to the Attormey General Guidelines regulating the
actions and capabilities of the Department of Justice and FBI, increased
sharing of information between the FBI and ClA supported by the USA-
FATRIOT Act, and proposed policies to increase sharing with local law
enforcement agencies. The United States isnot alone in introducing such
policies. The United Kingdom is proposing "joined-un governrment” within
s consuitation paper on modermizing government and public services to
create "data-sharing gateways' and provide "seamless” services. % It also
tried unsuccessfully to allow practically any government agency 1o gain
access tothe traffic data of individuals under the Regulation of Investigatory
Powers Act. including local councils and parishes. o

The increased flow of data is also coming from the private secior, The
United Mingdom and Canada proposed laws to grant law enforcement
agencies access Lo ravelers' informalion, The United Kingdom Home
Office has recommended that It gain access to information from every
passenger before international flights.* The Canadian policy proposes to
grant both the federal law enforcement and the intelligence agencies
access toairpassengerinformation, regardless of domestic or international
travel, and e matech this data with olher persanal information, *® for a wide
number of purposes and investigations, not limited only to terrarism, 19

Similarly, the European Union is considering granting Europol access
to the Schengen Information Systern, including privileges to change the
information held on travelers.®® Germany has recommended to the
European Union the creation of a database of "known trouble- makers," to
be used "for criminal prosecution purposes and in arder 1o avert dangers
constitute & proper and necessary toal in Lhe fght against international
terrorism.  However, in view of the fact that members and supporters of
terronist groups are known to roam across Eurape. the measure would he
much more effeclive i1 it were applied by all Europaan Union Member
States.”

Data sharing between financial institutions and with government
agencies Nas also increased. New money laundenng agreements and
regulations have been introduced to increase surveillance of transactions,
and even expanded to include hedge funds and money transfer firms, !
Donations to charities are recerving further scrutiny as both the charities
and the donors are menitored to investigate links with terrorist groups, ™
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Some financial institutions are also sharing personal information between
themselves in order to mimmize sk of clients being tarrersis, or
"undesirables".

Increased Profiling ood Identification

Following from data sharing, there are a number of proposalsto creale
profiles or increase the existing profiles of individuals., This occurs in
number ofways; the most immediate appears to be the profile of travelers.
There are proposals for a next generation computer-assisted passenger
prescreening system that will bring in data from credit-reporting agencies
and other companies,? and even previous Tlights and registries, set for
data mining.® Other proposals include trusted-traveler programs involving
hiemetrics in both the United States and Germany,®® similar 1o schemes
used at Ben Gurian Airport in Tel Aviv.” Some airports have aiso installed
face-recognition technologies, while similar technologies are being
implemented at national monuments, and.even beaches.

Inthe longer term there are a numberof proposals to increase profiling
af citizers and non-citizens. These proposals are typically enhanced and
complemanted by national identification schemes, enhanced with
biometrics, There was considerable discussion in the United States in
introducing such a national 1D card scheme but no formal policy was
intraduced, Meanwhile non-citizens may already be tracked at border entry
points and as they move within the country. A system called Student and
Exchange Visitor Information System keeps track of foreign students Lo
ensure that they are still regsterad and maintains a log of Lheir addresses,

The United Kingdom is proposing the implementation of 'entitiement
eards' in an effort to deal with immigration and illegal work, identity theft,
but also supported by the fight against terrorism, Similarly, Hong Hong s
planming tointroduce a biometric chin identily card 1o verify lingerprinis to
authenticate travelers into China,

Mane of the above rends are necessarily new; the novelty is the speed
in which these policies gained acceptance, and in many cases, becarme
law,
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Transactionol and Locotion Data: Serveillance and New
Communications  Techrologiss

As new telecommunications technologies emerges, many countiies are
adapting existing surveiliance laws to address the intercention of networked
and mobile communications. These updated laws pose new Lhreats Lo
privacy in many countries because the governments often simply apply old
standards 1o new technologies without analyzing how the lechnology has
changed Lhe nature and sensitivity of the information. U is crucial for the
prolection of privacy and human rights that transactional data created by
new technologies is given greater protection under faw than traditional
telephone calling records and other transactional information found in
pider systems,

In the traditicnal telephone syslem, transactional data usually takes
the form of telephone numbers or telephone identifiers, the call metrics
(2.2 length of call, e and date), countries invalved, and types of services
used. This dala s usually collected and processed by telephone companies
forilling and network efficiency (e.g. fault correction) purposes. Whilethis
tala is stored by telephone companias, it is available to law enforcement
authorities, Communications content, i.e. conversalions, are not stored
routinely. Asaresult, the obstacles tolaw enforcement access to this data
were minimal: traffic data was avallable, legally less sensitive, and so
accessible with lower authorization and oversight requirements.  The
content of communications was trealed as more sensitive, and more
invasive, and more difficult 1o collect, thus lypically requinng greater
authorisation and eversighl mechanisms.

Different communications infrastructures give rise to different forms of
transactional data, however. When surfingthe net, 3 user can visil dozens
of sitesin just a Tew minutes and reveal a great deal aboul their personal
situation and interests. This can include medical, financial, sacial interests
and other highly personalinformation. As the Council of Europe acknowledges
in the Explanatory Report of the Convention an Cybercnme,

e colection of this data may, in some situations, permil the
compiation of a profile of @ person’s interesls, associales and social
contexl. Accordingly Parties should bear such considerations in mind
wien establishing the appropriate safeguards and legal prerequisites for
undertaking such measures.?®
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The detailed and potentially sensitive nature of the data makes it maore
simiar o content of communicatians than telephone records.

Similarly, location information generated by mahile communications
infrastiucture. such as mobile phones and mobile 1P, is maore sensitive than
the mere location of a fixed telephory communication, Mobile
communications location information can provide details of an indwidual's
movements and activities and wham they have mel with. This location
information may be combined with other ransactional information such as
websites visited using the mobile device, individuals cailed, search ergine
requests; all used to create a considerable profile, This affects a wide
variety of human rights beyonid the rignt of privagy including the rights of free
speech and assembly.

The level of legal protection afforded to other traffic data is similarly
uniclear. Policies generally treat all of this transactional data as traffic data’,
this data then bears the protections afforded under the Lraditional
tetephone system, The United Kingdom in its Regulation of Imvestigatary
Powers Act 2000 accepted, after an extensive debate, that there are
varying levels of sensitivity to this data, and separates 'traffic data' (source
and destination of a transaction used for routing within a network) fromthe
more sensitive ‘communications data‘thatincludes URLs, domain names,
eto. The latter requires greater authorization and oversight procedures,
Mot all countries have pursued Lhis line of reasoning.

Previeus United States policy differantiaterd between Ualfic data on
cable and telephone communications, The Canle Acttraditionally protected
Iraffic data Lo & greater degree than telephone trallic data. Moy that cable
infrastructure is used for intarnet communications which were previously
used over telephone lines, and thus traditional laws applied]. successive
White House administrations worked to erase this distinction, finally
succeeding with the USA-PATRIOT Act. Rather than dealwith the specifics
of digital communications media and services, the changes in United
States law reduce the protections of traffic data for all communications
ta what had previeusly existed for lelephone communications data. This
was clearly intended, under the guise of technological neutrality. According
to Attarney General Ashoraft:

hgents will be directad 10 lake advantage af new, technologeally
neulral standards for intelligence gathenng, {..) Investigaters will fre
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directed to purslie aggressively terransts an the Internaet, Mew authority
in the legislation panmits the use of devices that caplure sendears and
receivers addresses assediated with communications on the Intermet,

Refention of Traffic and Location Data™

On May 30, 2002, the European Parliament voted on the new
European Union Telecommunications Privacy Directive.™ Inaremarkabla
reversal of their original opposition to data retention, the members volerd
to altow each European Union government toenact laws to retain the traffic
and |ocation data of all people using mobile phones, SMS, landline
telephones, faxes, e-mails, chatrooms, the Internet, ar any other electronic
communication devices, to communicate. The new Directive reverses the
1997 Telecommumcations Privacy Directive by explicitly allowing European
Unioncountries to compel Internet service providers and telecommunications
companies to record, index, and store their subseribers' communications
data.® The data that can be retained includes all data generated by the
comeyance of communications on an electromc communicalions network
("traffic data") as well as the data indicating the geographic position of a
mobile phone user Mocation data™).* The contents of communications are
not covered by the dala relention meaasures, These reguirernents can be
implermented for purposes varying from national secunty to criminal
investigations and prevention, and prosecution of criminal offences, all
without specific judicial authorization.

Although this data retention provision is supposed 19 conslitute an
exception 1 the general regime of data protection established by the
directive, the ability of governments to compel Intemel service providers
and telecommunications companies to store all data about all of their
subscribers can hardly be construed as an exception o be narrowly
interpreted, The practical resull is that all usars of new communications
technalogies are now considered worlhy af scruting and surveillance in a
genaralized and preventive fashion Tor pericds of time that States'
legisialures or governments have the discretion to determine, Furthermore,
hecause of the cross-border nature of Intermet communications, this
Directive is likely to have negative repercussions for citizens of other
countries. Thereis asignficant riskthat non-European Union lawentorcement
agencieswill seek data held in Europe that it can not obtain at hame, either
because it was not retained or because their national law would not permit
this kind of access.
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During the debates on the Directive, many members of the European
Parliament, and the European Union privacy commissioners consistently
appased data retention, arguing Lhat, these policies are in contravention
of data protection practices of deletion of data once itis no lenger reguired
for the purpose for which it was collected; and also in contravention of
propartionality pringiples in accordance with constitutional laws and
jurisprudence, Similarly, the Global Internet Liberty Campaign, a coalition
of B0 civil iberties groups erganized a campaign and drafled an apen letter
to oppose data retention, The letter was sent to all European Parliament
mambers and heads of European Union institutions after more than
16,000 individuals from 73 countries endorsed it in less than a week.™
The letter asserted that data retentien (for reasens other than billing
purposes) 1s contrary to well-established international hurman rights
conventions and case law.

While a few other countries have already established data retention
schemes (Belgium, France, Spain and the United Kingdom) the
implementation phase of the Directive's data retention provision may e
bumpy in other Member States. The Directive may be seen as being In
conflict with the constitutions of some. European Union countries, with
respect to fundamental rights such as the presumption of innocence, the
right to privacy, the secrecy of communications, or freedam of expression. ™

'Cybercrime': Internationol Initietives in
Harmonizing  Surveillance

4 ralated effort for enhancing governmeant contral of the Internet and
pramoting survelllance is alse being conduciad in the name of preventing
"wybar-crime," "information warfare” or protecting "eritical infrastruciures”.
Undar these effarts, proposals to increase surveillance of the
communications and activities of Internet users are beingintroduced as a
way Lo prevent computer intruders from attacking systems and Lo stop other
crimes such as intellectual property violations.

The lead boadies internationally are the Council of Eurape and the G-
8, while there has also been some activity within the European Union, ™
The United States has been active behind the scenes in devaloping and
promoting these efforts.®’ After meeting behind closed doors for years,
these arganizations finally, in 2000, made public proposals that would
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place restrictions anonline privacy and anonymily in the name of preventing
cybercrime.

Council of Europe

The Council of Eurcpe is an intergovernmental organization farmed in
1949 by West European countries. Thare are now 43 member countras,
Its main rale is "ta strengthen democracy, human rights and the rule of law
throughout its member states." s description also notes that"itacts as a
forum for examining a whole range of social problems, such as social
exclusion, intolerance, the integration of migrants, the threat to private life
posed by new technology, bicethical issues, terrorism, drugtrafficking and
criminal activities."

On & September 1995, the Council of Europe approved a
recommendation to enhance law enforcement access to computers in
member states, The Recommendation of the Committee of Ministers to
iMember States Conceming Prablems of Crirminal Procedure Law Connected
with Information stales;

Subject to legal privileges or protection, investigating autﬁon’ties
should have the powsr (o order persons who have data ina camputer
system under ther control o provide all necessary information toenable
aceess tooa computer systern and the data therein, Crminal procedure
law should ensure that a similar order can be grven to other personswho
have knowledgs about the functioning of the computer system or
measures appied 1o scoure the data thengin.

Specific obligations should be imposed on operators of public and
private networks that offer telecommunications services to the public 1o
avall themsehes of all necessary technical measures that enable the
interception of telecommunications by the investigating authoritios,

Measures should be considerad 1o minimize the negative effects of
the use of cryptograpby on the investigation of criminal offenses, without
affecting its Iegitimate use more than is strictly necessary,

In 1997, the Council of Europe formed a Committes of Experts on
Crime in Cyber-space (PC-CY), The group mel in secret far several years
drafting an internaticnal treaty and in Aprl 2000, released the "Dran
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Convention on Cyber-crime, version 19." A numberof subsequent versions
were released untl version 27 was released in June 2001,

The convention has three parts. Part | proposes the criminalization of
online activities such as data and system interference, the circurmyention
of copyright, the distribution of child pornography, and computer fraud,
Part || requires ratifying states to pass laws to increase their domestic
surveillanice capabilities to cater for new technologies, This includes the
power to intercept Inlemet cammunications, gain access Lo traffic data in
real-time or through preservation orders to ISPs, and access 1o secured or
‘protected” data, The final part of the treaty requires all stales to cooperate
in criminal investigations. So, for example, country A can request country
B to utilize any of the aforementioned investigative powers within country
B for acrime that is being investigated in country A. There is no requirement
for the crime in country A to actually qualify as a crime in country B, 1.e. no
requirement for dual-criminality, Inthis sense, the convention is the largest
mutual legal assistance regime in criminal matters ever created.

The draft convention texl was strangly criticized by & wide variely of
nterested parties including privacy and civil liberties graups forils promotion
afsurveillance and lack of controls such as autharization requirements and
dual criminality;® promineril security expears for previously articulated
limitations on security software;™ and industry forthe costs of Implementing
the reguirements, and the challenges Involved in responding 1o requests
from 43 different countries. The European Union's Data Prolection Working
Group has exprassad conocem regarding the corvention'simplications upon
privacy and human rignts, concluding that:

The Warking Party therefore sees a need for clarification af the texl
of the articles of the drafl conuention because tneir warding s often too
vagueand confusing and may notquatify s a sufficient basis for relovant
laws and mandatory measures thal are intended ta [gwlully lirmt
fundamental rights and freedoms.

The convention texl was finalized in September 2001, After the
terrarist attacks an the United States, the convention was positioned 8s a
rmeans of combating terrorism, Asigning ceremany ook olace in Novembear
where it was signed by thirly countries, and later signed by ancther four,
Only one country, Albania, has ralified the convention al the time of
publication of this report, The Canvention is open 1o the mambers of Lhe
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Council of Europe and to countries that were involved in the development,
which includes the United States, Canada, Japan and South Africa. All
members of the lalter group have signed on.

The convention will come in 1o force once ratified by five sighatories
states, of which three must be members of the Council of Eurcpe, Once
itis in force, other non-COE countries like China and Singapore can also
ask o join, The Australian government announced inJuly 2001 that its bill
an computer crime, which reguires users Lo provide encryption keys, 15
hased on the Convention.®

& draft protocol en Racism and Xenophobia is currently under
consideration.®® This protocal apparently will reguire the criminalization of
certain forms of Internet speech that some might find offensive. Therewas
some disgussion of a second protocol on “terrorist messages and the
decoding thereof," however discussion an this matter has not advanced
publichy. ™

G-8

The Group of 8 (G-8) Is made up of the heads of state of eight
industrialized countries in the world (Canada, France, Germany, Italy,
Japan, Russia, the United Kingdom, and the United States. The European
Commission participates as an observer). The leaders have been meaeting
annuallysince 1975 to discuss issues of importance, includingeconomics
and finance, transnaticnal organized crime, terrorism, and the information
society,

Since 1995, the G-8 has become increasingly mare invelved in the
issue of high-tech crime, and has created working groups and 1ssued a
series of communiqués from the leaders and actions plans fram justice
ministers,  Much of this wori has been coordinated by the Lyon Group,
established formally in 1997,

Atthe Birmingham, England summit in May 1988, the G-8 adopted a
recommendation on ten principles and & len-point action plan on high-tech
crime, The ministers announced:

We call for close cooperation with industry 1o reach agreement on
a legal framework for obtaining, presenting and preserving @lectronic
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dats as evdence, while mantaining appropriate povacy protection, and
agreements on sharing evidence of those crimes with international
partrers. This will help us combat a wide range of crime, Ncluding abuse
of the Intemet and other new technologies,

The G-8 has met several times with industry and is actively promoting
requiremeants that Internet Service Providers maintain records of all of their
users' activities in case therz s a future need Lo investigate a crime that
might have occurred, These requirements were strangly crilicized at a
meeting held by the G-8in Japan in 2001 where industry and a civil lierlies
groupwere invited, A draft press refease and guidelines that prometed dala
retention had to be wilthdrawn after they had already been made public.

The G-8 has continued its activity in the area of law enforcement and
combating terrorism, however. Throughout 2002 a number of summits
nvolving Finanee Ministers, Justice andinterior Ministers, and heads of
statg have released a number of statements regarding increased
surveillance, traceability of communications,™ and data retention.*®
Inereased conperation across horders was discussed atlength; andas with
the Council of Europe convention, no requiremnents of dual-criminality or
double-criminality are necessan.

The Evropesn Union

inJuly 2000, the Commission announced plans for a new directive for
fighting eyber-crime.*8 A communication was released inJanuary 20014
While similar to the Council of Eurcpe convention in many ways, lhe
Commission's proposal alse included aroposals regarding data retention
and the reduction of anonymity. These policies were sought within "public
forums" {onhy with limited invited speaking slotsy in the fall of 2001, with
unclear and Unpublished results.

The retention proposal was sought in the allemative ferum of the
electromc services data protection directive in the Eurepean Parliament,
The substantive law measures of criminalizingdata and systems inlerferance
and definingother such offences are being pursued as a Council Framewort
Decision, currently in drafl mode*®  This initiative is designed W be
consistent with the Council of Europe and G-8 acthvities.
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Republic of the Philippines

Article |l of the Constitution of the Philippines contains the Bill of
Rights. Seclion 1 of the Bill of Rights states that the "Congress shall give
highest priority to the enactment of measures thal protect and enhance the
right of all the people to human dignity".* Section 2 states that "the right
of the people to be secure in their persons, houses, papers, and effects
apainst unreasonable searches and seizures of whatever nature and for
any purpose shall be inviolable, and no search warrant or warrant of arrest
shall issue except upon probable cause to be determined personally by the
judge alter examination under oath or affirmation of the complainant and
the witnesses he may produce, and particularly describing the place Lo be
searched and the persons or things to be seized".™ Section 3{1) states
that the "privacy of communication and correspondence shall be inviolable
excepl upon lawful order of the court, or when public safety or order
requires otherwise, as prescribed by law.™ It further states that "any
evidence obtained in violation of this or the preceding section shall be
inadmissible for any purpose in any proceeding’. Section 7 statesthat"Lthe
rignt of the people to information on matters of public concer shall he
recagnized. Access to official records, and to documents and papers
pertaining to official acts, transactions, or decisions, as well as (o
sovernment research data used as basis for policy development, shall be
afforded the citizen, subject ta such limitations as may be provided by
|aw_"52

The Supreme Court ruted in July 1998 that Administrative Order No.
308, the Adoption of a National Computerized |dentification Reference
System, introduced by former President Ramaos. in 1996, was
unconstitutional. The Court found thie grder, would "put our paople's right
to privacy in clear and present danger... No one will refuse to get this ID
for no one can avoid dealing with government. It is thus clear as daylight
that without the |D, & citizen wall have difficulty exercising his rights and
enjaying his privileges.” While stating that all laws invasive of privacy would
be subject to "strict scrutiny,” the Court also was careful to note that "the
right to privacy does not bar all incursions to privacy’,™ Presidenl Joseph
Estrada reiterated his support for the use of a national identification system
in August 1998 stating that only criminals are against a national 1D.*
Justice Secretary Serafin Cuevas authorized the National Statistics Office
(NSO) to proceed to use the population reference number (PRN) for the
Civil Registry System-Information Technology Project (CRS-ITP) an August
14, clalming that it is not covered by the decision.™



FRIVACY AND HUMAN RIGHTS 2002 a7

There is no general data prolection law butthere is a recognized right
of privacy in civil lawe.* The Civil Code of the Philippines slates that "[e]very
persan shall respect the dignity, person ality, privacy, and peace ol mind of
his neighbors and other persons,"and punishes acts that violate privacy by
nrivate citizens, public officers, or employees of private companies,®

Article 26 of the Civil Code states that "every person shall respect the
dignity, personality, privacy and peace of mind of his neighbors and other
persons. The following and similar acts, though they may not constitute a
cfirinal offense, shall produce a cause of action for damages, prevention
and ather relief:

{1} Prying into the privacy of another's residence;

(21 Meddling with or disturbing the private life or family relations of
another;

(3) Intriguing Lo cause another to be alienated from his friends;

(4) Vexing or humiliating another on account of his religious bieliefs,
lowly station in life, place of birth, physical defect, or other personal
condition.®

Article 32(11) of the Ciil Code states that "any public officer or
employes, or any private individual, who directly ar incirectly obstructs,
defeats, violates or in any manner impedes of impairs the privacy of
communication and correspondence shall be ligble to the latter for
damages."*

The Philippines has only one law on data transfer, Presidential Decres
(P.D.} No. 1718 entitled "Providing Far Incentives In The Pursuit of
Fconomic Development Programs By Restricting The Use of Dacuments
and Infarmation Vital To The National Interest in Certain Proceedings and
Processes." While the lawwas passedin 1980, it lacks force because rules
and regulations have not been issued Lo allow enforcament, Broadly, P.D.
1718 pronibits the export of all documents and information from the
Philipoines to other countries that may adversely affect the interests of
Fhilippine corporations, individuals, or govemment agencies. F.D. 1718
contains exceptions for exportation of infarmation that are 2 matter of
form, inconnection with business transaclionsorne gotiations that require
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them, in compliance with international agreements, or made pursuant to
aulhonty granted by the designated representative of the Prasident. 5

Bank records are protected by the Bank Secrecy Act®™ and the Secrecy
of Bank Deposits Act,™ the latter provides that all deposits of whatever
nature with banks or banking institutions are absolutely confidential and
may not be examined, inquired, or looked inta by any person, government
official, bureau or office, absent exceptional circumstances. Those
cireumstances include: the written permission of the depositor, cases of
impeachment, court orders in cases of bribary or dereliction of duty of
public officials, cases where the money deposited or invested is the subject
matler of litigation, and cases covered by the Anti-Graft and Corrupt
Practices Act.™ Emest Leung, the president of the Philippine Daposit
Insurance: Corporation, has made several atlempis to eliminate the
deposit secrecy act because he belioves that no less than total access can
ensure the stability of the Philippines banking system.® In March 2001,
the Senate debated a proposal to force three million citizens 1o fite an
annual "Staterment of Assels and Lighililies,"s

InMay 2000, the ILOVEYOU e-mail virus was traced ta a hacker in the
Philippines, focusing international altention on the country's cyberlaw
regime. The lack of any intemet-specific laws frustrated investigation
efforts, and prosecutars fnally were able 1o gair a warrant under the
Access Devices Regulation Aclof 1998 % a law intended to punish credit
card fraud that outlaws the use of unauthonzed aceess devices to obtain
goods or services broadly, %

n May 2000, on the heels of the virus attack, President Joseph
Estrada signed into [aw the Electronic Commearce Act of 20009 Section
3(e] of the Electraniz Commercea Act of 20009 stipulates the "nrolection
of users, in particular with regard to privacy, confidentiality, anonymily and
comtentcontrol’ through policies "driven by choice, indiadual empowerment,
and industry-led solutions®. Further, wherever possible, "business should
make avallable o consumers and, where appropriate, business users the
means 1o exercise choice with respect to privacy, confidantiality, content
control and, under appropriate circumstances, anonymity". ™ Section 23
mandates a mimmum fine of PLO0,000 (—$2000) and & prison term of
s months to three years for unlawiul and unauthorized access 1o
compulersystems. Section 31 provides that anly individuals with legal right
of pessession shall be granted access to electronic files or electronic keys,
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Section 32 imposes an obligation of confidentiality on persons receiving
slectranic data, keys, messages, orotherinformation notto conveyittoany
other person. !

In June of 2001 the Philippine National Bureau of Investigation (MBI
announced their intention to bring the first formal hacking and piracy
charges under the Electronic Commerce Act. The charges involve two
former employees of a business schoal who allegedly broke inlo Lhe
schoal's computer system and stole an undisclosed amount of proprietary
digital material .’

While restrictions on search and seizure within privale homes are
generally respected, searches without warrants do occur. In August of
2000, the Philippine Maticnal Police (PNP} conducted random searches of
persan far lllegal firearms at checkpoints i Manila that their own
government characlerized as in vielation of citizen's privacy rghts. =

The Act to Prohibit and Penalize Wire Tapoing and Other Redated
Violations of the Privacy of Communication and for Other Purposas™
contains a notwithstanding clause that supersedes all inconsistent statutes., ™
Section 1 stales that all parties Lo a communication must give permission
for a recorded wiretap orintercept and makes itillegal Lo knowingly possess
any recording made in prohibition of this law, unless itis evidence fora trial,
civil ororminal.™ Section 2 assessas liabilily forany personwho contributes
lo the actions described in Section 1.7 Section 3 provides certain
excentions to the condilions found in sections 1 1o 2 but adopls stringant
criterta for wiretap warrants, including the identity of the wiretap larget;
who may execute the warrant; reasonabie grounds that a crime has been,
is apwill be committed: and, a reasonable belief thal theevidence oblained
yia the wiretap will aid in a conviction or prevention of a crime.™ Further,
predicate offenses - or offences for which a court may authorize a wiretap
- are limited to a number of particularly onerous severity.™ Section four
states that anycommunication obtained inviolation of this Act shall not be
admissible as evidence in any court.

In Aol 1999, the NBI and the Ombudsman started investigations after
reports that police had tapped up to 3,000 telephene lines including top
government officials, politicians, religious leaders, businessmen and print
and television journalists. In May 1998, Director Gen. Santiago Aling, PNP
chief, ordered an investigation of the alleged electioneering and illegal
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wiretapping activities by members of the Mational Police's Special Project
Alpha (5PA). The House and the Senate held investigations in August 1997
after officials of the telephone company admitted that their employvees
wera being paid to conduct illegal wirstaps.®

Section 5 of the Rape Victim Assistance and Protection Acl of 1998,
stipulatas that "any slage of the investigation, prosecution and trial of a
complaint for rape, the police officer, the prosecutar, the court and its
officers, as well as the parties to the complaint shall recognize the right to
privacy of the offended party and the accused.” It further statesthat a police
officer, prosecutor or court may order a closed-door investigation, prosecution
or rial and that the name and personal circumstances of the offended
party and/or the accused, erany other information tending to establish their
identities, and such circumstancas or information on the complaint shall
not be disclosed tothe public®t Section 3 provides Tor the establishment
of a rape crisis centerin every provinee and city "for the purpose of: ensunng
the privacy and safety of rape victims."#

Section 8 of the Proposed Rule on Juveniles In Canflict with the Law
stipulates that "the right of the juvenile to privacy shall be protected at all
Limes, All measures necessary to promate this right shail be taken,
including the exclusion of the media.™ Seclion 9 of the Rule, dealing with
the fingerprinting and photographing of a juvenile, states “while under
irestigation, no juvenile in conflict with law shall be fingerprinted or
photographed in a humiliating and degrading manner" and stipulates
procedural puidelines such as separate storage of fingerprint files from
adull files; restricted access by pricr authority of the Family Court; and
autormnatic destruction if ne charges are laid or when the juvenile reaches
the age of majority (21). Section 26(k) of the Rule confers a duty on the
Family Court to respect the privacy of minors during all stages of the
proceedings. 5

The Local Government Code of the Philippines™ provides all barangay®™
"oroceedings for settlement shall be public and informal provided that
the... chairman... may upon request of a party, exclude the public from the
proceedings in the interest of privacy, decency, or public morals, "8

Section 14 of Allen Social Integration Act of 1925% provides that
“information submitted by an alien applicant pursuant to this Act, shall be
used only for the purpose of determining the veracity of the factual
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staternents by the applicant or for enforcing the penalties prescribed by this
Aot "5

The use of biometric technologies has been rising in the Phifippines,
Since March of 1996, dozens of companies and governmenl agencies
have adopted fingerscan technologies in apphications ranging from time
management and payroll systerns to securityaccess control. Many companies
use the technology primarily to reduce fraudulent time card puniching.®
Banks use the technology to reduce fraudulent transactions and lo
promote security, Additionally, GTE and IriScan Inc. introduced ris-scan
technology in 1998 to ensure the security of online transactions. Other
uses of biometric technology in the Philippines include the dispensation of
health care and social services; privacy systems for database and records
protection; travel security systems with passport, ficket, and baggage
verification: business, residence, and vehicle security with access and
operator authentication; processing and circulation control in the corrections
or prison environment; and portable systems for on-scene recognition of
individuals for use in law enforcement.

In July of 2001 the Philippines’ Civil Service Commission released a
resolution requiring all government officials and employee to refrain fram
sendingindecent messages. The resolution lakes effect on August 5, 2001
and hans public officials from sending sexist jokes, pornographic pictures
and lewd letters or mails through electronic means including mobile
phones, fax machines and e-mails. Individuals who feel sexually harassed
may report cases directly to the Civil Service Commission. The resolution
iz a follow-up to a proposal by the Commission on Elections and the
Mational Telecommunications Commission to monitor, rack and prosecute
senders of "politically mativated text messages."™

The Cade of Conduct and Ethical Standards for Public Officials and
Emplovees® mandates the disclosure of public transactions and guarantees
access toofficial information, records or documents. Agencles must acton
a request within 15 working days from receipt of the request. Complaints
against public officials and employees wha fail to acl on request can be
filed with the Civil Service Commission or the Office of the Ombudsman.

Arecent study by MasterCard Inc, entitled "Asian |deals," indicates that
individuals in the Philippines have a moderate level of confidence in the
confidentiality of their personal information. The survey included 400
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respondents each from 13 different Pacific Rim countries. The privacy
partion of the suney used a privacy scale with a score of one indicating
“absolutely no privacy” and 10 indicating "total privacy." Fourty-one percent
of Filipines gave scores of eight to 10 regarding the confidentiality of their
medical records. Another 24 percent gave a middie score of five.®t With
regard Lo privacy in office e-mail, telephone, and employee records, 23
percent believe they have "enough privacy” {five onthe privacy scale) and
nine percent believe they have "total privacy" {10 on the scale). On the
specific issue of e-mail privacy, 22 percent of Fllipinos believe they have
‘enaugh privacy." Filipinos have alittle less confidence inthe privacy of their
office lelephone corversations with 23 percent believing they have a high
tevel of privacy (eight to 10 on the scale), 22 percent believing they have
gnough privacy, and 17 percent believing they have "absolutely no
privacy."® Bank privacy golsignilicantly better scores. Sisty peroent of the
respandents gave a score of six or higher when asked to rate the privacy
of personal information kept at the bank. Twenty-two percent gave a
middie score of five, and 19 percent had some apprehension concerming
the privacy of their bank accounts. Filipinas consurmers also had mixed
feelings aboul privacy and security on the Internet. Twenly-seven percent
ganie @ middle scare of five and almost an equal number of respondents
believe the Internel s safe and unsafe - 37 percent give a score of four or
lower while 36 percent give a score of six ar higher. Fifteen percent said
that the Internet was "absolutely unsafe" and only one percent said that il
is "totally safe."* &
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